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ABSTRACT

Disinformation is viewed as an intractable social problem. In Malaysia, a total of 260 disinformation cases were
recorded as of September 2020. This situation needs urgent attention to curtail the spread of disinformation and
its impact on society. Despite important steps taken by the government to guarantee people’s access to accurate
and trusted information, the formation and sharing of disinformation continue to occur. Additionally, research
into the sources and channels of disinformation is either lacking or inadequate, particularly in the Malaysian
context. Therefore, using the sociotechnical model of media effects, this research sought to explore the agents and
channels through which disinformation spreads in Malaysia. The sociotechnical model of media effects explains
how social and technological factors interact to shape the use of information channels by individuals and society.
In the current research, a total of 48 news articles directly related to disinformation cases were subjected to
qualitative content analysis. The articles were gathered from the digital archives of the three most widely read
Malaysian English newspapers: The Star, Malay Mail, and New Straits Times. The findings reveal that individuals
from various professions are identified as agents of disinformation in the reported cases. The agents are more
likely to be identified by their professions rather than age or gender. For channels of disinformation, Facebook
represents the dominant theme, followed by WhatsApp, Twitter, and websites. It is envisaged that this study could
provide valuable insights for policymakers, media organizations, and the government to curtail the phenomenon
of disinformation.

Keywords: digital newspapers, disinformation, media effects, sociotechnical model

Article Info:

Received: 3 March 2024
Accepted: 28 April 2024
Published: 31 May 2024

INTRODUCTION

Disinformation is described differently by various scholars with different terms, for example, “intentional
deception” (Finneman & Thomas, 2018), “information disorder” (Jorgensen et al. 2018), and “similar to real
news” (Tandoc et al., 2018). Disinformation, generally, is described as any form of misinformation deliberately
fabricated and spread to mislead audiences for political and/or financial gains (Freelon & Wells, 2020; Kuo &
Marwick, 2021). Forms of disinformation include misleading content, manipulated content, fabricated content,
false context of connection, satire, and parody (Wardle & Derakhshan, 2018). Disinformation is most similar to
lies that affect people’s perceptions of particular subjects, events, individuals, or groups. With the recent
advancements in new communication technology, disinformation appears to closely resemble genuine news. The
subject of disinformation is a transdisciplinary area of research interest adopted by science and social science
researchers (Zhou, Zafarani, Shu, & Liu, 2019).

Currently, disinformation has become an intractable social phenomenon discussed not only by communication
scholars but also among the public. The spread of disinformation has significantly increased due to the outbreak
of Covid-19 (Pulido, Villarejo-Carballido, Redondo-Sama, & Goémez, 2020; Rodriguez, Cardona-Ospina,
Gutiérrez-Ocampo, Villamizar-Pefia, Holguin-Rivera, Escalera-Antezana, et al., 2020; Boberg, Quandt, Schatto-
Eckrodt, & Frischlich, 2020). Governments across the globe have instituted various regulations to curtail the
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spread of disinformation. In doing so, the governments employed various public awareness strategies, including
advertising campaigns and press conferences (Rodrigues & Xu, 2020).

In April, Malaysia passed an anti-fake news bill to sanction those who publish or spread any news, information,
data, and reports that are partly or wholly false (AsiaGlobal Online, 2018) to mitigate the spread of disinformation.
Despite the government’s efforts, the formation and sharing of misinformation occur rapidly, especially through
Social Networking Sites (SNSs) (Liew, Khoo, Cheah, Goh, & Ibrahim, 2020). As disinformation becomes more
prevalent than ever before, various conventional frameworks for disinformation verification have been put in place
(Aldwairi & Alwahedi, 2018; Reis, Correia, Murai, Veloso, Benevenuto, & Cambria, 2019; Wang, 2017; Zhang,
Cui, Fu, & Gouza, 2018). Previous studies focusing on the spread of disinformation paid attention to the spread
and verification techniques via social media (e.g. Boberg et al., 2020; Pulido et al., 2020; Rodriguez et al., 2020).
Accordingly, previous research suggests a particular focus and systematic investigation into the sources of
disinformation (Hassan, Azmi, & Abdullahi, 2020), which is either lacking or inadequate. Therefore, the current
study investigates the agents and channels of disinformation between March and September 2020 using Malaysian
electronic newspapers as a source of data. Specifically, the study sought to address the following questions.

1. Who are the agents responsible for spreading disinformation in the Malaysian context?
2. In what channels do the agents convey disinformation?

BACKGROUND OF STUDY

The spread of fake news has become more dangerous than ever before (Sharma, Qian, Jiang, Ruchansky, Zhang,
& Liu, 2019; Zulhafizsyam & Sulaiman, 2022). The growing trend of disinformation has impacted individuals
and societies across the globe (Hassan, Musa, Azmi, Abdullah, & Balogun, 2022; Othman, Hassan, Sabri, &
Nayan, 2020; Zubair, Raquib, & Qadir, 2019). According to Zubair et al. (2019), disinformation has severe
negative effects on social security and privacy. These negative implications are likely to cause disharmony,
tension, and conflict in society. Several conflicts associated with disinformation occur globally. This phenomenon
developed gradually and has greatly increased in intensity.

A number of studies have looked at the quality of information, especially during due to the outbreak of Covid-19,
from different perspectives and using various approaches (Cuan-Baltazar, Mufioz-Perez, Robledo-Vega, Pérez-
Zepeda, & Soto-Vega, 2020; Boberg et al.,2020; Brennen, Simon, Howard, & Nielsen, 2020; Kouzy, Abi Jaoude,
Kraitem, EI Alam,Karam, Adib etal., 2020; Pulido et al., 2020; Rodriguez et al., 2020; Stanley, Barr, Peters,& Seli,
2021). Most of these studies found that disinformation spreads rapidly, and is likely to cause inappropriate actions.
For example, Stanley et al. (2020) found that individuals who are less willing to engage in effortful, deliberative,
and reflective cognitive processes were more likely to fall for disinformation and less likely to take action.

In addition, Pulido et al. (2020) examined the spread of disinformation on Twitter. The study found that
disinformation is tweeted more but retweeted less than fact-checking tweets. Similarly, Rodriguezet al., 2020)
compared the type of tweets and Sina Weibo posts. The study showed that there is more disinformation published
and shared on Twitter than on Sina Weibo. In a similar vein, Boberg et al. (2020) investigated the factual basis
of fears resulting from Facebook postings. The findings showed that social media users predominantly share
overly critical, even anti-systemic messages, opposing the view of the mainstream news media. Social media has
been criticized for furthering societal confusion and spreading potentially dangerous disinformation (Boberg et al.,
2020).

Furthermore, Brennen et al. (2020) identified some of the types of disinformation. According to the study, the
volume of different kinds of disinformation has almost certainly grown faster while true information is often spun,
twisted, recontextualized, or reworked. Similarly, Kouzy et al. (2020) examined the magnitude of
disinformation on Twitter. The findings indicated that a large amount of the tweets contained genuine
information while almost one-third contained disinformation. Shu (2023) also found that disinformation “has
increasingly become a hindrance to the functioning of online social media as an effective channel for trustworthy
information” (p. 15454). Likewise, another study found that key challenges to disinformation include fake social
media accounts and a lack of information literacy (Shahzad, Khan, Igbal, Shabbir, & Latif, 2023). According to
Kouzy et al. (2020), disinformation and unverifiable content are being propagated at an alarming rate. In this
regard, Ahsan, Ayub, and Azman (2021) pointed out the need for individuals to acquire skills that can help identify
and evaluate online information.

Cuan-Baltazar et al. (2020) evaluated people’s perceptions of online information quality. The study found that
localities perceive the quality of information differently. With the rapid spread of disinformation, people around
the world express panic in various behaviors. This situation affects educational, health, and economic sectors, as
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well as people’s social values and psychological stress (Bikbov & Bikbov, 2020; Nicomedes & Auvila, 2020). It
is evident that disinformation circulates fast and is often inaccurate, misleading, and far more shared than evidence-
based information (loannidis, 2020; Rodriguez et al., 2020). In summary, recent previous studies have focused on
the types, dangers, and spread of disinformation as well as its effect on various sectors. Therefore, the current
research focuses on the agents and channels of disinformation in the Malaysian context.

Theoretical Approach

To identify the sources and channels through which disinformation is conveyed, this research will adopt the
sociotechnical model of media effects as described by Marwick (2018). This model, among other suppositions,
examines “actors to understand group identity and media” (Marwick, 2018, p. 488). Various elements, such as
information sources, media, content, and context collectively generate communication effects. While media effect
theories such as framing and agenda-setting emphasize how news construction or media coverage influences
people’s opinions about particular issues (McCombs & Shaw, 1972; lyengar, Peters, & Kinder, 2004), the
sociotechnical model of media effects considers the role of individual agents in constructing and spreading media
messages (Marwick, 2018). Based on this central theoretical viewpoint, the research argues that agents tend to
spread disinformation across various platforms. This investigation was performed using content analysis (Hsieh
& Shannon, 2005) as explained in the following sections.

METHOD

This research employed a qualitative content analysis method to investigate the agents and channels of
disinformation from selected Malaysian electronic newspapers. Hsieh and Shannon (2005) defined qualitative
content analysis as “a research method for the subjective interpretation of the content of text data through the
systematic classification process of coding and identifying themes or patterns” (p. 1278). The content analysis
approach was selected due to its strength in producing diverse data from media content. This method also involves
text-based media content (Hsieh & Shannon, 2005; Oleinik, 2011) which can be a more consistent technique based
on evidence compared to other methods such as discourse analysis (Weaver, 2007). The content analysis reviews
texts and other media content by means of both emerging themes and existing categories to test or generate a
theory (Cohen, Manion, & Morrison, 2002). This method has been effectively utilized in media studies (Chen,
Huang, & Li, 2022; Hassan & Azmi, 2019; Sink & Mastro, 2017).

Data Collection

The data were collected from three major English newspapers in Malaysia: The Star, New Straits Times, and
Malay Mail. These newspapers were selected as they represent the most widely-read online newspapers published
in English (Mediapod, 2024). It is worth mentioning that this research does not focus on how the newspapers
report or spread disinformation. The newspapers only serve as sources of data due to their capacity to offer
valuable data for study purposes. Wimmer and Dominic (2013) suggest that content analysis is appropriate for
research seeking to scrutinize the content of verified information through an organized process. The current
research adopted a purposive sampling technique. Concerning the news articles, a sample was collected from 1st
March to 31st September 2022. This period represents the time when disinformation rose significantly due to the
COVID-19 outbreak (Boberg et al., 2020). In addition, the period has experienced its share of significant
disinformation cases in Malaysia (New Straits Times, 2020). This time frame is also selected to make the data
into a controllable size for analysis. Thus, a variety of data about disinformation could be retrieved via the selected
newspapers.

The newspaper articles were collected using “disinformation” and “fake news” as search keywords. To be
included in the sample, each news article had to fulfill five a priori requirements: (1) must be a report on
disinformation; (2) must be a straight news or feature story; (3) must be published between 1st March to 31st
September 2020; (4) must be produced in the English language; (5) must be accessible online. Equally, only
straight news and feature articles were recognized for analysis because the newspapers tend to report
disinformation cases in the news section of their websites. Initially, 83 articles were gathered from the respective
digital archives of the newspapers. However, 46 news articles were excluded due to inappropriateness, meaning
they did not fulfill one or more of the specified a priori requirements, and thus were deemed unsuitable for
analysis. Finally, 37 articles were coded and analyzed. Correspondingly, this study focused on digital news content
because the audience can always access digital news (Chung, 2008; Hassan & Azmi, 2018). As stated earlier,
newspapers are viewed as a strong source of data (Hassan et al., 2020).

Analysis and Coding Procedure

The data were analyzed using inductive content analysis. The analysis was performed using the seven core steps
of content analysis described by Hsieh and Shannon (2005): 1) formulating the research questions to be answered,;
2) selecting the sample to be analyzed; 3) defining the categories to be applied; 4) outlining the coding process
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and the coder training; 5) implementing the coding process; 6) determining trustworthiness; 7) analyzing the
results of the coding process. According to Hsieh and Shannon (2005), “coding categories are derived directly
from the text data” (p. 1277) and well-defined during data analysis. The coding process begins by reading through
the data and highlighting all texts that appear to represent the research topic. The second step involves coding all
highlighted passages using the predetermined codes. Likewise, “any text that could not be categorized with the
initial coding scheme would be given a new code” (p. 1281). At the initial stage, each newspaper article in the
sample was read to determine its suitability. The content of each article was considered and coded qualitatively.
A database was formed for open coding. The coding procedure consists of reading through the articles, identifying,
categorizing, and interpreting themes. For reliability, an inter-coder test was performed by two independent
coders.

FINDINGS

This study focuses on agents and channels of disinformation reported in selected Malaysian electronic newspapers
between March and September 2020. The first research question relates to the agents responsible for spreading
disinformation. The emerging themes revealed nine (9) agents of disinformation in the Malaysian context as
presented in the following table.

Table 1: Agents of Disinformation

SN Category Theme Exemplary Quotes Mentions
(Count)
1 Pharmacy Arrest of pharmacy | Two pharmacy assistants [were] arrested 3
Assistants assistants
2 Clerks Involvement of bank | A bank clerk is the latest person to be 3
clerks questioned
3 Dispatch Charges against a ...dispatch runner [was charged in spreading 2
Runner dispatch runner disinformation]
4 Students Avrrest of a university | ...and a university student [was] arrested 2
student
5 Foreigners Involvement of an ...Indonesian woman [charged for spreading 2
Indonesian woman | disinformation
6 Tutor Arrest of a temporary | ...temporary tutor was arrested 2
tutor
7 Food Involvement of a A food deliveryman [was charged for 1
Deliveryman food deliveryman disinformation]
8 Artist Mention of the Malaysian Artistes Association (Seniman) 1
Malaysian Artistes | president
Association president
9 Salesgirls Arrest of a salesgirl | [the accused] ...who works as a salesgirl 1
for disinformation
10 Fisherman Involvement of a 64- | A 64-year-old fisherman... 1
year-old fisherman

As shown in Table 1, various individuals are involved in spreading disinformation within the Malaysian context,
identified by their status or professions, including pharmacy assistants, clerks, dispatch runners, students,
foreigners, tutors, food deliverymen, artists, salesgirls, and fishermen. This outcome suggests that disinformation
is not limited to a particular demography in Malaysia. Individuals from various backgrounds are involved in
spreading disinformation, which suggests the need for a multifaceted approach to address disinformation in the
Malaysian context. The emerging themes suggest that the most commonly-mentioned cases concerning the spread
of disinformation include the arrest of pharmacy assistants and the involvement of bank clerks, followed by
charges against dispatch runners, the arrest of university students, the involvement of foreigners, and the arrest of
temporary tutors.

The disinformation cases involving individuals with different sorts of professions are reported in different
locations across the country. For example, The Star newspaper reported on January 29, 2020, “A tutor, two
pharmacy assistants, and a university student were arrested for spreading fake news” in Melaka, Kedah, and
Pahang”. Additionally, The Malay Mail reported on January 30, 2020, “a 28-year-old woman [who] works as a
bank clerk [was detained] in Kuantan, Pahang”. Similarly, The Star mentioned on January 29, 2020, “A 24-year-
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old student at a public university in Kuantan”. In Kuala Lumpur, a food deliveryman was charged with committing
a fake-news offense at Desa Jaya, Gombak (Malay Mail, April 20, 2020).

Also, the New Straits Times mentioned on February 14, 2020, police recorded the statement of a 64-year-old
fisherman in connection with disinformation in Kelantan. On the same day, the newspaper reported that “three
cases had been brought to court, one each in Kuala Lumpur, Terengganu, and Sabah”. Other cases were reported
in Johor, Sarawak, Penang, and Selangor. The second research question relates to the channels through which
disinformation is conveyed in the Malaysian context. This outcome is presented in the following table.

Table 2: Channels of disinformation

SN | Category Theme Exemplary Quotes Mentions
(Count)
1 | Facebook Uploading A video uploaded by a Facebook user 3
Videos
Sharing Shared fake news via Facebook 2
Posting For allegedly posting fake news...on 8
Facebook
2 | WhatsApp Circulating CID is also investigating the spread 3
of fake news via WhatsApp
Sharing ...shared via WhatsApp 1
Posting [posted fake news] through 4
WhatsApp chat groups
3 | Twitter Uploading [uploaded fake news...on Twitter 3
Videos/Photos
Sharing For allegedly sharing fake 2
content...on Twitter
4 | Websites Statement from | The statement of My Media website 1
Website Owner | owner

As presented in Table 2, disinformation is conveyed through different platforms, such as Facebook, WhatsApp,
Twitter, and Websites. The outcome also suggests that Facebook and WhatsApp are the most commonly-
mentioned platforms for spreading disinformation. The emerging themes reveal that disinformation is conveyed
on social media in various forms, including posting, circulating, sharing, and uploading videos. Specifically,
Facebook posting represents the most commonly mentioned disinformation case, followed by WhatsApp posting.
For instance, the New Straits Times reported on January 28, 2020, “The second case involved several statements
regarding the virus that were posted on the Facebook account”. Likewise, the Malay Mail mentioned on August
10, 2020, “the woman was alleged to have posted a status on her Facebook account”. The same newspaper also
reported on April 20, 2020, “A food deliveryman was fined...for posting fake news on his WhatsApp application”.

DISCUSSION

The findings reported in this study revealed several points that need further discussion. For instance, various
individuals of distinct professions, including middle and low-income earners, are involved in spreading
disinformation within the Malaysian context. The findings suggest that the spread of disinformation could be
unintentional, perhaps due to a lack of media literacy. This outcome concurs with the theoretical assumption of
the sociotechnical model of media effects that media impact is shaped not only by technology but also by the
social context in which information is created and conveyed. The spread of disinformation is a complex outcome
of the interrelations between technology and human action. This presumption underscores the significance of
addressing disinformation from both social and technological perspectives. This is because the sociotechnical
model of media effects emphasizes the critical role of various agents in creating and disseminating messages
(Marwick, 2018).

The cases involving individuals with different sorts of professions in various locations imply that disinformation
is a nationally widespread issue in Malaysia, which suggests the need for a multifaceted approach to addressing
disinformation in the Malaysian context. Similarly, references to the arrests and charges against various agents of
disinformation suggest that measures are taken by relevant authorities to a certain extent. This outcome also shows
that agents of disinformation are faced with legal consequences. Also, the involvement of foreigners underscores
the need for cross-border collaboration to address disinformation.
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Moreover, the findings also revealed that disinformation is conveyed through different social media and online
platforms. This outcome concurs with the findings of previous studies (e.g. Boberg et al., 2020; Shu, 2023). This
kind of disinformation is likely to cause social tension or psychological stress (Bikbov & Bikbov, 2020; Boberg
etal., 2020; Nicomedes & Avila, 2020; Shahzad et al., 2023), which can affect different facets of life, including
educational, health, and economic aspects (Bikbov & Bikbov, 2020; Nicomedes & Avila, 2020). Additionally,
references to Facebook, WhatsApp, and Twitter signify the critical role of social media in spreading
disinformation within the Malaysian context. This outcome also indicates that disinformation is more likely to be
conveyed via social media compared with traditional media outlets.

Additionally, the use of social media and online platforms to convey disinformation suggests that Malaysian
society is highly connected online. This connectivity may augment the prevalence of disinformation due to the
ease of sharing and access to social media platforms. In this context, the spread of disinformation in Malaysia can
be attributed to a network of influences that suggests an interaction between individuals, technology, and society,
which echoes the assumption of the sociotechnical model of media effects. Nevertheless, the ability to detect
different ways of spreading disinformation, including posting, sharing content, group chats, and video uploads,
suggests the authority’s use of diverse techniques. Yet, the use of different platforms among the agents of
disinformation indicates that this phenomenon requires ongoing efforts that involve public awareness, fact-
checking, and legal action.

CONCLUSION

This study investigated the agents responsible for spreading disinformation and the channels through which
disinformation is conveyed in the Malaysian context. The findings revealed that disinformation is a complex issue
in the country, involving individuals from diverse professional backgrounds. This outcome indicates a need for
effective awareness campaigns about the danger of spreading disinformation and underscores the significance of
media literacy for individuals across different professions. There is a need for a comprehensive approach that
includes education, awareness, and legal actions to address disinformation in the country. The findings also
suggest that agents of disinformation are more likely to be identified by their professions rather than age or gender
in the Malaysian context. For channels of disinformation, Facebook represents the dominant theme, followed by
WhatsApp, Twitter, and websites.

This study collects empirical evidence regarding the agents and channels of disinformation from electronic media
reports in the Malaysian context. It is hoped that the findings of this study could supplement the government’s
efforts to curtail disinformation and contribute to a successful media campaign to create awareness and increase
public knowledge about the consequences of disinformation. However, this study is limited to investigating the
agents and channels of disinformation through a qualitative content analysis of a few online newspapers. Thus,
further research could investigate different variables, such as the age and gender of the disinformation agents, and
explore legal actions to yield more comprehensive and representative outcomes. Additionally, quantitative
research may investigate public awareness of disinformation in the Malaysian context.
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